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Abstract
Malware is considered as one of the major threats to the computer security. The
wide ranging and diversity of malware in recent years has made it a fertile field for a
number of studies and research endeavors seeking to address the problem, including studies
that focus on machine learning “classification techniques”. In this research, the
performance of Neural Network classification algorithms in malware families’
classification is investigated and compared with other classification algorithms which are
often used in malware classification; namely, Random Forest, J48 and Naïve Bayes in
Microsoft Malware Family Classification Dataset using WEKA. Neural Network
Classifiers run through 10-fold cross validation. Performance comparison between
algorithms was dependent on some criteria, such as Recall, Precision, F-Measure and
Accuracy, where ANN achieved a high accuracy by around 99.46% compared to some
other algorithms.
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1. Introduction
In recent times, the internet has become an essential element in the process of cooperation between
organizations and individuals. In fact, through the internet, it has been possible for these entities to
communicate, implement business processes and be engaged in several other activities. One of the
major reasons for introducing the internet was to encourage the research spirit, but such venture has not
taken into account the security aspect. Therefore, many internet users, including individuals,
governments and organizations have fallen victims to various attacks by hackers causing them
numerous security headaches. As reported by A10 Networks ‘security company'(2016), approximately
80 % of organizations in Europe and North America were victims of attacks in recent years and almost
of attacks was based on malware.
Using the internet has provided a lot of benefits with regard to access to information. However,
it is a very painstaking experience for those who have a low level of security. In the past, attackers used
viruses and other types of malware in order to penetrate into an individual’s wallpaper or close and
open a windows screen or pop-up ads without any serious effects on the victim’s PC. With the
increasing use of the internet, there is always the risk of imminent attacks. Hackers are constantly
developing new methods to spread malicious programs via the internet, thus expanding the number of
victims. Moreover, these attacks have become prevalent despite all kinds of protection, such as
firewalls, IDS and other methods. This, in turn, increases the level of conflict between attackers and
security experts responding to such attacks.
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Nevertheless, several research studies have started developing new methodologies to identify
and protect against malware. Researchers proposed the utilization of the machine learning technique in
the field of malware detection, such as classification techniques to become efficient and effective in
detecting malware. Machine learning based classification algorithms have attracted special interest in
the malware research field because of their ability to detect unknown malware threats. The process of
malware classification and detection depends on behavioral patterns in the malware families. Every
malware family has behavioral patterns that give an idea about the family and its objective. The
behavioral patterns that can be gained by dynamic or static analysis can be useful in terms of detecting
and classifying malware by using machine learning.Being an application of machine learning, the
classification techniques are used to assign new malware to previously known classes. In several
research studies, including Hansen et al. (2016), as well as other studies that aim to detect malicious
software, many classification algorithms, such as Random Forest, Decision Tree and J48 have been
used to ascertain whether the malware falls under a specific malware family or to simply distinguish
benign and malware files already showing good performance in terms of accuracy.
However, the use of neural networks algorithms in malware classification does not take too
much as other algorithms. Even though research using the neural network algorithm has shown a good
performance, such as the work done by Gonzalez and Vazquez (2013) who achieved a maximum
accuracy of 97.95% with an artificial neural network composed of one hidden layer with LM
algorithm, Tian et al. (2010) achieved 97.4% accuracy the using Random Forest algorithm in their
approach for malware detection and families’ classification. It is clear that the neural network is doing
well in the malware classification. However, there is a limited number of research studies in neural
network as in other algorithms for reasons that could not be identified. Therefore, in this research the
performance of neural network algorithms will be compared to other commonly used algorithms;
namely, NB, J48 and Random Forest. In order to determine the effectiveness and performance of the
neural network algorithm compared to other algorithms, a Microsoft Malware Challenge dataset which
contains 10868 malware samples will be used. This work will be carried out by doing some statistical
analyses of the dataset followed by the application of classification algorithms using WEKA. The
performance of classification algorithms to will be evaluated by measuring its effectiveness and
accuracy. A 10-fold cross validation technique will also be utilized alongside other measures, such as
Precision, Recall and F-Measure.
The aim of this research is to compare and evaluate the performance of the neural network
algorithms in family malware classification in order to ascertain their efficiency compared to other
algorithms; namely, Random Forest, J48 and Naïve Bayes. number of objectives need to be undertaken
To conduct an extensive literature on malware, while focusing on the different types of classification
techniques to reach a deep understanding. Investigate and compare the different classification
algorithm applications. Investigate the behavior of Artificial Neural Network for classification
malware. Evaluate the findings and compare their accuracy to other algorithms.

2. Related Work
Many scholars and researchers shown in table 1 have been trying to study these malicious programs in
order to come up with a response strategy to address and reduce their spread (Venkata Lakshmi and
Edwin Prabakaran, 2015). Recently, there has been an increase in the number of protective measures in
several organizations and governmental departments because of these malicious programs. According
to the 2015 Internet Security Threat Report by Symantec, there were more than 430 new types of
malicious software in 2015 alone, which is up by 36% from the previous year. This rapid increase and
diversity of malware types makes the task difficult for traditional methods that rely on signatures in
detecting new malware as the new malware designed by hackers are polymorphic and metamorphic.
Also, it has the ability to change the code during implementation. It means that traditional methods are
no longer considered effective and efficient compared to the rapid development in malware design.
Gandotra et al. (2014) stated that extreme diversity in malicious software in addition to its volume
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gradually weakened the effectiveness and efficiency of traditional defense methods that use signature
techniques and are no longer able to detect malicious executable. According to Firdausi et al. (2010),
malware is considered a serious threat to computer security because of their considerable increase on a
daily basis. Antivirus systems relying on a matching signature failed to detect new and polymorphic
malware that have never been recognized previously. The manual heuristic checking of static malware
analysis is no longer considered effective and efficient.
Table 1:

Related work

Authors
Hansen et al.

Page Title
An Approach for Detection and
Family Classification of Malware
Based on Behavioral Analysis.

Salehi et al.

A Miner for Malware Detection
Based on API Function Calls and
Their Arguments.
Malware Detection and Classification
Based on Extraction of API
Sequences.
Differentiating Malware from
Cleanware Using Behavioural
Analysis.

Uppal et al.

Tian et al.

Alazab et al.

Kolter et al.

Malware Detection Based on Str
uctural and Behavioural F eatures of
API Calls.
Learning to Detect and Classify
Malicious Executables in the Wild.

Purpose
malware
detection and
Family
classification
malware
detection

Year
2016

Method
Random Forests

2012

malware
detection

2014

Random forest, J48,
FT, SMO, NB, VFI,
HyperPipes
NB, SVM, Decision
Tree, Random forest

98.4% (combined
AdaboostM1 with
J48)
98.5% ( SVM)

malware
detection and
Family
classification
Malware
detection

2010

Random Forest,
Decision Table, IBI,
SVM

97.4% (Random
Forest)

2010

SVM

96.5%

malware
detection

2006

NB, SVM, Decision
Tree and their boosted
versions
A K-nearest neighbor
technique with
Euclidean distance
method
Decision tree bagging
and Random forest

98% ( decision tree)

Nataraj et al.

Malware Images: Visualization and
Automatic Classification.

Family
classification

2011

Siddiqui et al.

Detecting Internet Worms Using
Data Mining Techniques.

Worms
detection

2009

Anderson et al. Graph-based Malware Detection
Using Dynamic Analysis.
Firdausi et al.
Analysis of Machine learning
Techniques Used in Behavior-Based
Malware Detection.

Malware
detection
Malware
detection

2011

SVM

2010

kNN, NB, J48
Decision Tree, SVM ,
Multilayer Perceptron
Neural Network
(MLP)

Nari et al.

Automated Malware Classification
based on Network Behavior.

Family
classification

2013

-

Islam et al.

Classification of malware based on
integrated static and dynamic
features.

Family
classification

2013

SVM, IB1, DT, RF

Malware
detection
Malware
detection

2012

SVM

2013

Logistic regression
and neural networks

Anderson et al. Improving malware classification:
bridging the static/dynamic gap.
Dahl et al.
Large-scale malware classification
using random projections and neural
networks.

Result
97%

98%

decision tree 96%
bagging 93.8%
random 90%
96.41%
a recall of 95.9%, a
false positive rate of
2.4%, a precision of
97.3%, and an
accuracy of 96.8%
(J48 decision tree )
J48 decision tree
performs better than
other classifiers.
meta-RF is the best
performer for all
cases with97%
accuracy
accuracy of 98.07%
two-class error rate
of 0.49% for a single
neural network and
0.42% for an
ensemble of neural
networks
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3. Methodology
In this section, it is important to describe the dataset used in this project, features and methodology
adopted for performing the comparison of Neural Network Classifier techniques with other
classification techniques; namely, Random Forrest RF, J48 and NaiveBayes NB.
3.1. Dataset Description
There were several malware datasets, which contains samples of malicious programs, but nothing was
mentioned about which family it belonged to, since the goal of this project is to investigate and
compare the performance of Neural Network Classifier algorithms with other algorithms in malware
family classification. In addition some available dataset have a very limited malware samples.
Therefore, to be in the dataset to be used in this project, a large number of malware samples will be
included, in addition to mentioning the family to which each sample belongs. The datasets selected in
this project were part of a competition organized by Microsoft in order to reach the best malware
classification in nine families. Two files were raised by Microsoft for each malware sample; namely
the Binary and Assembly file, as shown in Figure 3. As such, the requirement is to extract the best
features of these two files and process them for classification. As it is well known, malware attributes
can be represented by features that can play a significant role in the classification process and lead to
the success and effectiveness of the classification process.
The dataset that has been prepared by Ahmedi et al. (2016) for this competition was selected in
this project as provided by the researchers on GitHub. This dataset has the most comprehensive
features of malware such as API, Operation Code and Register. This dataset was chosen for many
reasons. Firstly, it has a bewildering variety of malware samples along with a good number of families
behind each sample. It comprised 10868 malware samples and 9 families, as shown in Table 1 and the
Figure 1 which illustrates the distribution of samples per families of malware. The second reason for
choosing this dataset is that it has a lot of features that are extracted from both Hex and assembly, and
as it was mentioned earlier, the features can make a significant difference in the classification stage.
These features will also be discussed in Feature of the malware dataset section. Finally, this dataset
was chosen as it is a fairly recent work. As mentioned in the introduction of this project, the study of
malware, whether classified or clustered or even behaviour analysis is a constantly changing area
because of the novelty of malware in recent years, which is in turn an important factor in the selection
of the dataset for this study.
Table 1:
Class
1
2
3
4
5
6
7
8
9

List of malware families and number of samples in each one
Malware
Ramnit
Lollipop
Kelihos˙ver3
Vundo
Simda
Tracur
Kelihos˙ ver1
Obfuscator.ACY
Gatak
Total

Samples
1541
2478
2942
475
42
751
398
1228
1013
10868
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Figure 1: Illustration of the distribution of samples per families of malware

3.2. Dataset Pre-Processing
Processing
The original dataset
dataset used by Ahmedi et al. (2016) was in the CSV format which can be used in WEKA,
but when the file was tested, we observed that the family column (class) is calculated as the features
and the classification process show a lot of errors because there is no target column. As such, the
dataset format was changed to ARFF and the target column (class) was specified, as shown in Figure 2,
and upon which the classification would be based. For classification purposes, two datasets have been
prepared; the first one is the original dataset and the second one is the normalised dataset which is the
original one after applying the normalisation technique to standardise the range of independent
variables or features of data. This would be of help in terms of improving the performance of
algorithms. Many techniques can be used to normalise dataset, and in this project, WEKA is employed
to do so.
Figure 2:
2 Class as shown in the ARFF file

3.2.1. Feature of the Malware Dataset
It is well known that all classification systems
systems and machine learning techniques are based on features
extraction either static or dynamic features. Since the feature represents a specific malware
characteristic which is at the heart of classification mechanism, that is why our dataset contains
approximately
oximately 1805 features extracted from both the Hex view and assembly view of each malware
sample where features compute not only a set of content-based
content based features but also structural features.
This, in turn, helps to attain a fast and accurate classification
classification result. According to Ahmedi et al. (2016),
the features extraction can be divided into two parts based on the Hex file and disassembly file (Figure
3). First of all, N-gram,
N gram, metadata (MD1), Entropy (ENT), Image representation (IMG1, IMG2) and
string length
length (STR) were the features that extracted from Hex file. On the other hand, the features were
extracted from disassembled files as following: metadata (MD2), Symbol (SYM), Operation Code
(OPC), Register (REG), Application Programming Interface (API), Section
Section (SEC), Data Define (DP)
and Miscellaneous (MISC). In the following section, the features that are extracted by Ahmed et al.
(2016) will be discussed in more detail.
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Figure 3: Hex and Assembly File view

3.2.2. Features from Hex File
3.
In this section, we will explain the features that have been extracted by Ahmedi et al. (2016) for each
sample of Hex malware files where they have been divided into five categories (N(N gram, MD1, ENT,
IMG, and STR), with each category having some features. The ratios of extracted
extracted features from each
group are shown in Figure 4.
An N-Gram
N
Is a series of adjacent N elements from a certain arrangement, and that is where the malware samples in
hex file are representative of sequences. It helps in making descriptions using n-gr
n gram
am effectively to
gain information about the virus family type. For every component in a byte succession, one out of 257
various values were taken. In other words, it is about the 256-byte
256 byte range, in addition to the special ??
symbol. As shown in the "??" symbol,
symbol, the equivalent byte does not have any mapping in the executable
file. More specifically, the contents of those addresses are uninitialised within the file, which means
that this value can be removed. Experimentally speaking, it looked as if more effective
effective findings are
obtained by taking into consideration only the 256 symbols. One can refer to 1-gram
1 gram (1G) features as
an example of N-gram
N gram analysis, which signify only the byte frequency, and as such are defined with a
256 dimensional vector, and 2-gram
256-dimensional
2 gram elements that gauge the frequency of all 2-byte
2 byte combinations,
2
hence the 256 dimension. With regards to low computational complexity in our assumption, 1-gram
1 gram is
the only one taken into account when experimenting.
Metadata (MD1)
The features that are extracted
extracted include the address of the first bytes series in addition to the file size.
Entropy (ENT)
Measuring the level of disorder, entropy can be utilised to trace the potential occurrence of obfuscation
and is calculated on the byte-level
byte level illustration of every single malicious software instance. The
objective lies in computing the disorder of the bytes’ arrangement in the bytecode as a minimum value
of 0 (Order) and a maximum of 8 (Randomness).
In the first stage, the sliding window method is carried out to show the malicious software as a
number of entropy calculations E = ei, where ei represent the entropy which is computed in every
window. Afterwards, the entropy is measured as shown in Formula F (1).
F (1)
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where i is the number of windows, i= 1,…, N.
N. and the number of distinct bytes in the window
represented by m and p(j) represents the byte frequency j within window i. In the following stage,
statistics of entropy sequences are achieved by means of the sliding window approach. In other words,
for every
ery window of 10000 bytes, the entropy is measured and afterwards a various of statistical
measures are taken into account, including quantiles, percentiles, and mean, as well as the variation of
the achieved distribution. Furthermore, from all the byte in the malicious software, the entropy is
calculated.
Representation of Image (IMG)
Malware byte file can be visualised as gray - scale images, where each byte is represented by one pixel
in the image (Nataraj et al., 2011). According to Ahmedi et al. (2016),
(2016), in the dataset, the features
extracted from image representation were grouped into two categories; namely, IMG1, which
represents Haralick features, and IMG2, which represents the Local Binary Patterns.
String length (STR)
The researchers extracted a possible ASCII string from PE and they only used histograms related to the
distribution of length of strings (STR).
The extracted features of the Hex file represent an estimated 41% of the total extracted features.
Figure 4 below shows the percentage of features
features extracted from each of the previously explained
categories.
Figure 4: Features extracted from Hex dump file

3.2.3. Features Based on Disassembled Files
In this section, we will explain the features that have been extracted by Ahmedi et al. (2016)
(2016) for each
sample of Disassembled malware files where they were divided into eight categories (MISC, MD2,
OPC, SEC, REG, DP, API, SYM) each category includes some features. The ratios of extracted
features from each group shown in Figure 5.
Metadata (MD2)
(M
Features that have been extracted based on counting the number of lines in each file as well as its size.
Symbol (SYM)
Taken into consideration are the repetitions of a group of symbols; namely, -,, +, *,], [,?, @. where the
recurrence of such symbols is characteristic of code that is designed to avoid antivirus or detection
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technique. So it a necessary features that should be available in the dataset which will be used in this
project.
Operation Code (OPC)
With regards to the operation codes (OPC), these refer to the mnemonic representation of machine
code, signifying assembly instruction. The dataset contains 93 operation code has been selected on the
basis of either their frequency, or their common utilisation in malware.
Register (REG)
In x86 architecture, the use of the majority of processor registers is for certain tasks; however, in a
number of cases register renaming can be utilised to make the process of analysis harder to carry out.
As a result, it is possible for the recurrence of utilisation of the registers (REG) to help in the process of
assigning a malicious software sample to one family.
Application Programming Interface (API)
APIs is one of the most important features that characterise the behaviour of malware. Because the
huge number of APIs it was tough to be considered all of them in the dataset, which indicates that if
they are all to be considered, this would result in little or no significant data when classifying malware.
As a result, according to Ahmedi et al. (2016) decided that the analysis was confined to the highest 794
frequently used APIs based on the research doing by Binaries Network site where the examination was
in almost 500,000 malicious software types.Regarding this feature kind, it is discriminative for a
number of malware types as certain samples could include any API call due to packing. In the
meantime, a number of other instances may load some of its APIs by depending on dynamic loading
using the LoadLibrary API.
Section (SEC)
There are certain predefined sections in a PE, including, .edata, .reloc, .idata,.data, .rdata, .rsrc, .bss,
.tls, and.text. Due to avoidance methods, such as packing, it is possible to change and reorder the
default sections, while possibly creating new sections. Also, various features from sections (SEC) are
extracted.
Data Define (DP)
A number of malware samples have no API call as they only include a limited number of operation
codes, which is largely due to packing. They often include db, dw, and dd instructions as they are
utilised to set the bytes, words, and double words individually. As a result, the researcher recommends
including this fresh group of features (DP) for malicious software arrangement since it allows for a
high discriminatory strength for a group of malicious software families.
Miscellaneous (MISC)
The rate of recurrence of 95 manually selected keywords (MISC) was extracted. such as search,
security_cookie and so on.
The total features extracted from disassembled file were 1067 features, which stood at around
60%. Figure 5 below shows each category with the percentage of features extracted.
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Figure 5: Features from disassembled file

3.2.4. Feature Selection
The most basic approach to combine feature categories is through the stacking of all the feature
categoriess in one single, long feature vector, followed by running a classifier on them. Nevertheless, it
is usually in the feature selection procedure that a number of the features appear to be inappropriate for
class discrimination. The inclusion of such unrelated
unrelated features may result in needless computational
complication, as well as the possible decline in the precision of the consequential model.
In the dataset that we used in this project, according to Ahmedi at el. (2016), they focused on
two methods within the
the massive research studies on feature selection the first one is the best subset
selection and the second one is the forward stepwise selection.
selection
In first selection technique, a classifier is trained on the initial subsets that include only one
feature, and
nd the subsets having the most scores of the objective function utilised to evaluate the
performance, such as exactness and loss functions, etc. being preserved. Afterwards, it is important to
repeat the process to identify any subset including the ‘f’ features,
features, where f is augmented by one within
every step so as, for instance, all the likely subsets of two features are taken into account as formula 2.


   
F(2)
2
As for the other method considered, it refers to the forward stepwise selection
selection approach. It
actually begins with a model that has no feature, followed by a gradual increase in the feature set by
supplementing more features to the model, one at a time. It should be noted that this particular method
for feature selection has better computational efficiency than the first method 'best subset selection'
 
since the forward stepwise selection only takes into account ∑
  
F(3) subsets,

f
where f is the features and K=0,…,f-1,whereas
K=0,…,f 1,whereas the latter takes into account all 2 possible models, by
depending on a greedy approach. Given the aforementioned considerations, an original version of the
forward stepwise selection algorithm was introduced. Thus, rather than looking at one feature at a time,
all the subset of features belonging to a feature category at a time were considered. For every step, the
feature set generating the lowest value of logloss will
will be supplemented to the model. Upon adding
more features, the process stops, which does not diminish the logloss significance (Ahmed et al.,
2016).
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4. Measure Evaluation
WEKA is a platform intended to help in the utilization of machine learning technology to real-world
datasets, such as classification, clustering, selection, etc. In classification, it provides a bewildering
variety of choices of classifier test modes to find out how effective this classifier is with some given
data. These testing mode techniques include ‘Use training set’, ‘Supplied test set’, ‘Percentage split’,
and ‘Cross-validation’.
According to Imran et al. (2016), this problem is solved in the cross-validation technique which
provides K-fold where K could be any number. In this technique, the dataset will be divided into K
sections and in every fold or part, K classification sessions are performing. For training, the equivalent
K-1 sections are used and the rest for testing the classifier. It should be pointed out that every part is
trained K-1 times and one as a test. Finally, the average of the classification result of K-fold is
calculated to achieve the final classifier of all dataset. In our project, K=10 and is used to validate the
algorithm classifier because there is a huge number of instances; thus 10 fold is the best choice.Besides
the foregoing, WEKA provides many evaluation measures which are used to judge the performance of
classification algorithms in each experiment, such as Confusion matrix, Recall, Precision, F-measure,
correct classification and misclassification, as discussed in the following:
1. Confusion Matrix: is a table used to describe the performance of the classification
model. It is named ‘confusion matrix’ because of the ease to note any confusion
between the two classes, with each s representing the cases in an actual class, and the
column illustrating the cases in predicted class (See Table 2).
Table 2:

Actual

Illustration of Confusion Matrix

Class1
Class2
Class3
…
ClassN

Prediction
Class 1
Accurate

Class2

Class3

….

Class N

Accurate
Accurate
Accurate
Accurate

2. Recall which is also known as ‘true positive rate’ or ‘sensitivity’. This measure
describes how many of the total samples are correctly identified and it can be calculated
as formula F (4).
 



F (4)



3. Precision represents how many of the identified samples are correct, as mathematically
represented in formula F (5).
Precision 





F (5)

4. F-Measure is a weighted average of the true positive rate (recall) and precision, as
shown in formula F (6).
F-Measure  2 X

-./012134 5 6/0788
-./012134 6/0788

F 6

5. Accuracy and Misclassification Also calculated is the overall to what extent the
classifier is correct through the ‘accuracy’, which represent the total of true predictions
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either positive or negative divided by the total number of predictions, multiplied by 100
to transform it into a percentage, as in formula F (7).
:;<= 


>?@A

B100

F (7)

In addition, the misclassification can be calculated as in formula F (8):
EFGGGFFHFIJ 


>?@A

B100

F (8)

Where,
TP (true positives) is the number of samples that are positively predicted and that are actually
positive.
FP (false positives) is the number of samples that are positively predicted and that are actually
negative.
TN (true negatives) is the number of samples that are negatively predicted and that are actually
negative
FN (false negatives) is the number of samples that are negatively predicted and that are actually
positive. (Tiwari et al., 2016).

5. Classification Stage
As discussed in the in Related work, there are many algorithms that are used for the classification
process. However, it was noticed that most of the algorithms are used to classify malicious software
algorithms; namely, Random Forrest, J48, NB, SMO, SVM, Decision Tree, which have already shown
a high efficiency and accuracy in the classification. However, there is a lack in the use of Neural
Network Classifier algorithms despite the fact that in recent years, Neural Network Classifiers have
been shown to be excellent in all areas. More specifically, in malware classification, according to
Gonzalez and Vazquez (2013), they achieved a maximum accuracy of 97.95% with an artificial Neural
Network Classifier composed of one hidden layer with LM algorithm, which indicates that the Neural
Network Classifier performs well in malware classification. However, there is a dearth of research
studies in Neural Network Classifier as in other algorithms. Thus, in this project, one will compare the
performance of Neural Network Classifier algorithms to other algorithms; namely, NB, J48 and
Random Forrest. By focusing on Related work, one can notice that although there is a difference
between a dataset in each research, generally the J48 and RF are the two highest algorithm performers
in the research that use more than one algorithm, as opposed to NB, which had the worst algorithm
performance. As such, these three algorithms were chosen for comparative purposes with the Neural
Network Classifier algorithm, followed by an evaluation of their respective performances.
The above mentioned four classifiers were applied three times as follows: Firstly, they were
applied on the normal dataset, then on the 393ormalized dataset, and finally with AdaBoostM1.
Neural Network Classifier are evaluated using 10-fold cross validation procedure for all
experiments. An attempt is made to use 5-fold and another K-fold. However, the best performance was
the 10-fold because of the huge size of our dataset. As such, the data was randomly divided into 10
parts, with approximately 1000 samples in each part and with each classifier running 10 times, 9 as a
train data and the rest as a test data in order to avoid any bias in the data. In addition to the former,
Accuracy ‘correct classification’, F-measure, Precision, Recall and misclassification discussed in the
previous section were used as an evaluation measure between algorithms performance, in addition to
the use of some methods that may contribute to improving the performance of algorithms, such as the
use of AdaBoostM1. According to Rojas (2009), AdaBoost is the algorithm that was proposed by Yoav
Freund and Robert Shapire in order to improve and strengthen the performance of other algorithms, in
addition to Normalizing datasets, as mentioned in the dataset section 1. As for the use of AdaBoostM1,
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it will be in the normal data, as will be discussed in the experimental results in Evaluation and
discussion.

6. Evaluation and Discussion
In this section, the results of the applied four types of classification algorithms are discussed. As
previously mentioned, these types include Random Forrest, NaiveBayes, Convolutional Neural
Network and J48. The comparisons between the performance of each algorithm will depend on the
Accuracy of correct classification, F-measure, Precision, Recall and misclassification. By reference to
Table 3, it is clear that the performance of algorithms is converged to a large extent as the accuracy of
the various algorithms differs by almost average 1 to 2%, which is due to the nature of the performance
of each algorithm, as well as the nature of the data. By focusing on the performance of the Neural
Network Classifier algorithm, it can be noted that it recorded a high accuracy rate compared to other
algorithms, by reaching 99.33% accuracy in comparison with just 91.43% in NB and 98.92% in J48.
However, the rate is too close between RF and Neural Network Classifier, where the difference was
approximately 0.1%. These results were in the normal dataset test.
Table 3:

Correct classification percentage

Neural Network
RF
NB
J48

Normal Dataset
99.33
99.43
91.43
98.92

Normalized Dataset
99.31
99.45
91.43
98.88

With AdaBoostM1
99.46
99.44
95.09
99.65

Similarly, when applying the test on the normalised dataset in terms of accuracy, there has been
a slight improvement in some algorithms, such as RF, while others have not noticed any improvement,
including NB, as opposed to J48 and Neural Network where accuracy has witnessed a decrease.
However, RF and Neural Network remained at the top of accuracy between all algorithms, as shown in
Table 3.On the other hand, using meta ‘AdaBoostM1’ to improve accuracy performed well in all
algorithms, while NB significantly improved between the algorithms, with an increase in accuracy of
95.09% . However, it is still less than Neural Network Classifier, which had 99.46%. Such percentage
leaves it still on top of the algorithms after J48 which had 99.65%. Also, RF had an increase with
99.44%. It is therefore clear that Neural Network Classifier still has the highest accuracy, as shown in
Table 3. As illustrated in the above Table (3), the effectiveness of Neural Network Classifier
algorithms in the process of classification is proven based on the percentage of the accuracy
represented in Table 3. Furthermore, by returning to Table 9, one can notice that the Neural Network
Classifier in this project achieved the highest accuracy than all algorithms proposed in Table 9.
Moreover, the percentage of misclassification for each algorithm is illustrated in the following Figure
(6), where the overall proportion of the error in Neural Network Classifier is considered minuscule
compared to other algorithms.
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Figure 6:
6 Misclassification percentage in all algorithms

Given the subject, in some detail, the following Tables (4, 5, 6 and 7) illustrate the details of
classification of each of the nine
nine classes in each of the four algorithms. With reference to ‘Precision’,
section 3-5
5 provides an account on how it is calculated. For each class in each algorithm, it cannot be
said that a particular algorithm is better than others in all classes, where, for example, in class 1 and 8,
it was found that the Neural Network Classifier has the best performance in these two classes and
‘Precision’ achieved a high percentage compared to other algorithms; however, in class 4, J48 achieved
the best performance. Similarly,
Similarly, in class 3, NB was the best performer, while RF had the best
performance in classes 5, 6, 7 and 9. In class 2, it was fairly different, with the percentage of
‘Precision’ equal in Neural Network Classifier, RF and J48. However, by taking a look at the average
performance of each algorithm, one can say that Neural Network Classifier and RF were the best with
99.3% and 99.4%, respectively.
Table 4:

Result of Neural Network Classifier
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Table 5:

Results of Random Forrest Classifier

Table 6:

Result of Nave Bayes Classifier

Table 7:

Result of J48 Classifier
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The same applies for Recall and F-measure,
F measure, where each algorithm is considered good at X
class, but not good in another class. However, according to the overall performance, as shown in
Tables 4, 5, 6 and 7, Neural Network Classifier and Random Forrest are the best in terms of the
average performance of both Recall and F-measure
F measure (See Figure 7).
7
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Figure 7:: Comparison of Recall, Precision and F-measure
F

As mentioned in the section
sectio 3-1 Table 1,
1, the number of instances is equal to 10868. The
following confusion matrix (Figure 8) shows the number of instances that have been predicted
correctly and incorrectly for each class. First, these will be dealt with in general for each algorithm
algorit
and
then in detail for each class.
The total correct predicted instances in the Neural Network Classifier was properly 10,795 out
of 10,868; therefore, about 73 instances were incorrectly predicted. However, in the Random Forrest, it
was predicted correctly
correctly with 10806, while 62 were wrong. On the other hand, the ratio of wrong
predictions began to increase in both NB and J48 as 9936 and 10751 were predicted correctly and 932
and 117 were wrong respectively.
Figure 8: Confusion matrix for all algorithms

Accounting in detail for the proportion of predictions for each class, the Neural Network
Classifier was in the first class ‘A’ with 1536 out of 1541 predicted correctly in the sense that only 5
were predicted incorrectly, where the rate of 2 was predicted
predicted as a class eight ‘H’ and the rate of 1
predicted as a class Two ‘B’ and Three ‘C’. It did not have a very big difference for the Random
Forrest, with 1537 predicted correctly and 4 instances predicted as class eight ‘H’. On the other hand,
the proportion
proportion of false expectation was very high in the NB algorithm, which reached 522 wrong
predicted instances, with 502 out of 522 predicted the class ‘A’ as class ‘H’, as shown in Figure 8.
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However, J48’s performance was not as bad in class One ‘A’, with only 30 instances out of 10868
incorrectly predicted.
In the Table 8, the ratio of correct and incorrect predictions is summarised for each class in the
four algorithms. Also, by referring to Tables 4, 5, 6 and 7, TP rate shows the rate of the number of
correct predictions and the opposite FP.
Table 8:

Summarised Correct and Incorrect Predictions

7. Conclusion and Future Work
Malware pose a significant threat to any device. Every day, they come in new forms and seem to
multiply. Sometimes, it can be hard to employ anti-viruses and firewalls and others techniques to detect
them because of the obfuscation or encryption process, as mentioned at the beginning of this project.
Thus, most researchers have resorted to more accurate methods that have the ability to overcome the
problem of obfuscation or encryption. Machine learning was the subject of interest for a lot of them due
to its accuracy and success in most other fields. Furthermore, it has already proven effective in the
malware detection. The classification as an application of machine learning is considered as one of the
roads that ran into research, with multiple classification algorithms being used for the purpose of
malware classification. In this research, our focus was to investigate and compare the performance of
Neural Network Classifier algorithms with other algorithms, such as Random Forrest, J48 and NB. We
already found that the Neural Network Classifier algorithm shows its efficiency by classifying each
sample to their families of malware in comparison to other algorithms. It achieved 99.46% accuracy.
Thus, it may help to set up a number of mechanisms to fight malware. However, as a future step, one can
propose the use of the command line in WEKA instead of using a graphical interface if the dataset size is
too large, as was the case in this research, more specifically when using Neural Network Classifier
algorithm. As already mentioned regarding the challenges faced in this project, the big size of the dataset
makes using WEKA GUI somewhat time-consuming to finish the classifier. In fact, it would have been
easier if we had used the command line to do so. Also, there are other useful algorithms, such as SVM
that one could have used to compare its performance with AN
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